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Comprehensive risk management - ISA and its companies

At ISA and its companies, comprehensive risk management supports strategic decisions, is transversal and of great 
importance for the organization, since it aims to protect and preserve the integrity of resources and the 

achievement of objectives. 

ISA is committed in a responsible, transparent and ethical manner to manage risks and opportunities in order to create 
value for its stakeholders, maintain its competitive advantage and contribute to the development of the 

communities where it has operations.

Risk governance Risk process Risk maturity level
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Governance

The ISA Board of Directors and Chair Committee are aware of the risks and actively participate 
in their management.

The Audit and Risk Committee, is composed of 
five (5) members of the Board of Directors and is in 

charge of giving general guidelines regarding the 
general risk vision, overseeing its implementation and 

effectiveness, and is responsible for the functions 
defined in Agreement No. 136 Audit and Risk 

Committee Rules of Procedure)

Chief Risk and Compliance Officer

Chief Risk and Compliance Officer

Lupa contorno

View resume 

Scope of action for 
comprehensive risk 

management 

The Chief Risk and Compliance Officer establishes guidelines that 
apply to all ISA companies considering the guidelines of the Audit 

and Risk Committee, through guidelines and lines of action 
necessary to manage risks. See: Comprehensive Risk Management Policy.

See Board 
Committees

The main guidelines approved by the Audit and Risk Committee are as follows:
• Prioritization criteria (financial and reputational dimension, and risk declarations) 
• Comprehensive risk management policy 
• General procedure for comprehensive risk management  

https://isaasprods-d87a26cb809c1f43d1f1-endpoint.azureedge.net/blobisaasprods27f2ae9b77/wp-content/uploads/2025/05/agreement-136-audit-and-risk-committee.pdf
https://isaasprods-d87a26cb809c1f43d1f1-endpoint.azureedge.net/blobisaasprods27f2ae9b77/wp-content/uploads/2025/05/agreement-136-audit-and-risk-committee.pdf
https://www.isa.co/es/hoja-de-vida-hugo-nicolas-genoni/
https://www.isa.co/es/resume-of-the-executive-nicolasgenoni/
https://www.isa.co/es/resume-of-the-executive-nicolasgenoni/
https://isaasprods-d87a26cb809c1f43d1f1-endpoint.azureedge.net/blobisaasprods27f2ae9b77/wp-content/uploads/2021/04/INTEGRATED-RISK-MANAGEMENT-POLICY.pdf
https://isa.co/en/isa-group/board-of-directors/
https://isa.co/en/isa-group/board-of-directors/
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Governance
Risk management is based on the Three Lines of Defense model, which enables processes and an organizational structure that promotes risk 

management at all levels and, consequently, the achievement of strategic objectives.

Responsible for leading the 
processes that leverage the 

organizational strategy and for 
implementing risk management in 
the execution of their processes 

under the guidelines defined from 
the second line of defense 

(Context, Assessment, Treatment, 
Monitoring, and Communication).

1st line of defense 

All employees 

Provides principles and guidelines for risk management 
and accompanies methodologically the first line of 

defense in the implementation and execution of the 
stages for the identification, assessment, treatment, 
and monitoring of risks. Monitors relevant risks and 
reports regularly on developments to the Audit and 

Risk Committee.

2nd line of defense 

Chief Risk and Compliance Officer/Risk 
Teams

Provides independent assurance without 
conflicts of interest on the suitability and 

effectiveness of the governance and 
comprehensive risk management process, 

through a systematic audit process (internal 
and external) to identify gaps and 

improvements in the implementation of 
controls to mitigate identified risks. 

3rd line of defense 
Chief Audit Officer/Audit Teams 

Board /A&R 
Committee 

Chair 
Committee  
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Senior 
Management

Administrative Council 
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Risk management is based on the 
Three Lines of Defense model, 
which enables processes and an 
organizational structure that 
promotes risk management at all 
levels and, consequently, the 
achievement of strategic 
objectives.

To ensure the proper operation of 
the  comprehensive risk 
management model in ISA and 
its companies and to better 
understand the management 
roles, the following RACI 
(Responsible, Approves, 
Communicates and Informs) 
structure is defined, considering the 
main management levels of the 
key stakeholders:

First line of defense Second line of 
defense 

Third line of defense 

Governance

First line of defense 

Second line of defense

Third line of 
defense 
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Governance

ISA's risk management is led by the Chief Risk and Compliance Officer and is configured as an independent 
function, making it possible to address risks throughout the organization and to monitor and follow up the main risks. 

In addition, it has the following follow-up and escalation schemes: 

Escalation of risks
considering the roles of each of the organizational levels:

Follow-up
Reporting. ISA and its companies submit quarterly risk reports to 
their Boards of Directors/ Governing Bodies/ Governing Boards or 

Audit Committees. The activities and dates to be taken into account to 
ensure these reports are as follows:



7 7
7

7

The comprehensive risk management process is based on the ISO
31000 Standard and the ECOPETROL group guidelines.

This process involves the systematic and standardized application
of policies, procedures, and activities related to communication and
consultation, context setting and evaluation, treatment, follow-up,
and review. This process is illustrated in Figure 2

Types and 
Categories of 
Risks

They allow risks to be 
broken down by common 
issues and are applicable 
to all companies. Both the 
type and the categories 
make it possible to 
conduct specific analyses 
and to produce executive 
reports and correlations.

Comprehensive risk management process

This process is conducted on a quarterly basis, from the process base to
the consolidated corporate overview (bottom-up) and, after validation by
the Board of Directors, feedback is provided to the business units (top-
down).

Corporate Guide 58. Comprehensive Risk Manual, supplemented
with 6 annexes

Corporate Guide 43. Business Continuity Management and
response protocols
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Identification Assessment Treatment
Communication 
and consultation

Monitoring 
and review 

Standardized, systematic risk management

Uncertain event 

Cause/Current 
prevention measures  

Consequence/Current 
protective measures   

Prioritization

Probability

Financial and 
reputational 

Impact 

= 
Residual risk 

level 

Additional management 
measures

Prevention

Protection

Understanding the risks

Periodic reporting:
• Management Committee
• Risk and Compliance 

Chief Officer / DIR
• Companies' Board of 

Directors
• ISA Board of Directors

2nd line of 
defense 

3rd line of 
defense 

1st line of 
defense 

= 
Potential risk level 

Comprehensive risk management process

Continuous verification of 
the evolution

Monitoring of key 
variables to adjust or 
improve risk assessment: 
• Control effectiveness 
• Results of key risk

indicators (KRI), key
control indicators
(KCI) and key
performance
indicators (KPI)

• Materializations and 
gap closure 



9 9
9

9

Reputational Dimension or Resource
Discrete values of probability and impact are 
used. The assessment is semi-quantitative

Financial dimension or 
resource
Continuous probability and impact 
values are used. The assessment is 
quantitative

Risk appetite and risk tolerance - ISA and its companies

Risk assessment depends on the nature of each risk category analyzed and its prioritization is based on the established levels or limits,
defined on the basis of appetite and tolerance criteria for financial and reputational dimensions or resources, and risk
declarations or aversions. The Audit and Risk Committee is responsible for reviewing and approving the prioritization criteria.

≥62≥23≥110

Financial Resource Scale
USD million

Approved by the Audit and Risk Committee held in August 2024

Comprehensive risk management process

1. Risk limits for financial and reputational risks  

Low

Medium

Tolerance

High

Very High

Maximum risk that ISA and its companies are able 
to bear in the achievement of their objectives 
without affecting the sustainability of the 
organization 

Low
Risks that ISA and its companies are willing to 
accept in order to achieve their objectives 

Appetite

2. Risk declarations (independent of limits)

Risk that ISA and its companies are not willing to 
assume 

ISA and its companies review and establish the criteria annually considering the 
financial results and the proposed goals against the organization's objectives.
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Supplementary declarations on comprehensive risk 
management

*Irreparable definition: Absolute loss of the biodiversity component in the abiotic, biotic and social sense, the monitoring of this declaration is 
carried out considering the management and assessment of environmental aspects and impacts within the framework of the ISO14001
standard.

• Actions that may cause serious or fatal accidents to employees, suppliers and the community

• Irreparable environmental damage*

• Unfavorable deviations in the reference values of key service indicators

These are red lines or limits of an action or decision on key issues of comprehensive risk management.

These declarations were approved by the February 2022 Governance, Sustainability and Risk Committee.

The acceptable level for the transfer of insurable risks in its aggregate value of premium, deductible and retention after
coverage, will be the limit of the green band of the financial resource ("Low" level - USD 10 MM). Applies to insurable
risks associated with cybersecurity, property damage and All-Risk Construction and erection.

Aversion to: 

• Illegal or unethical actions

In the face of risk transfer:

Discrete probability and impact values are used to 
determine prioritization. The assessment is semi-
quantitative
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Risk appetite and tolerance identified in ISA and its companies

Comprehensive risk management process

Economic

• Governance 
• Regulatory
• Legal
• Political

Operational

• Cybersecurity and 
IT

• Human capital and 
labor relations

Compliance

• Fraud and corruption 
• Money Laundering (ML), Terrorism 

Financing, and Financing of Proliferation 
of Weapons of Mass Destruction 

Social
Environmental

• Environmental
• Natural phenomena and 

extreme climate changes

• Market, liquidity, and 
credit

• Market, competition, 
mergers, and acquisitions 

• Business operation 
• Design and 

construction
• Supply chain
• Occupational Safety 

and Health

• Property
• Social
• Public order and 

citizen security

Types Categories Appetite, tolerance and risk declarations  

Economic risks are prioritized by financial and reputational dimension, monitored quarterly by means 
of key risk indicators, and their evolution is reported quarterly to the Audit and Risk Committee 
according to an escalation scheme.

Follow-up and monitoring carried out quarterly at the most considering the prioritization in the 
financial and reputational dimensions and the risk declarations against aversion to:
• Unfavorable deviations in the reference values of key service indicators
• Actions that may cause serious or fatal accidents to employees, suppliers and the community
In addition, the compliance with the Guidelines or policies defined in the business and by compliance 
is monitored transversally.

The reporting and supervision of compliance risks shall be carried out quarterly at the most and on 
demand, the corresponding levels shall be informed for their management, and their prioritization 
shall be carried out by means of the reputational dimension and declaration of risks in the face of 
aversion to:
• Illegal or unethical actions
In addition, the compliance with the Guidelines or policies defined in the business and by compliance 
is monitored transversally.

Socio-environmental risks are monitored on a quarterly basis by prioritizing the financial and 
reputational dimension and risk declarations against risk aversion:
• Irreparable environmental damage*
• Actions that may cause serious or fatal accidents to employees, suppliers and the community

¹ Irreparable definition: Absolute loss of the biodiversity component in the abiotic, biotic and social sense, the monitoring of this declaration is carried out considering the management and assessment of environmental aspects and impacts within the 
framework of the ISO14001 standard.
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Company: ISA Energía Brazil ISA's shareholding: 35.82%

Risk: Claims related to labor liabilities under Law4819/58

Brief explanation of the risk Recognition of the definitive liability for the contingency regarding law 4819/58 (supplemental retirement plan).

Business relevance Effect on energy transmission business expense 

Current assessment

Assessment methodology Scenario analysis

Risk appetite and tolerance

Probability 20% Explanation: probability is calculated based on attorneys’ assessment and probability of loss

Financial Impact

USD million
372

Explanation: corresponds to the actuarial calculation of 
future disbursements, pro rata of payments made between 
2013 and 2020 and the value of the collection actions.

Financial risk level 74.51

Reputational Impact Critical 
Explanation:Impact on credibility, trust, and visibility through 
the media

Reputational risk level Medium

Current and/or potential management 

measure  

Submission of relevant appeals to the regulatory authorities
Documentation and supporting papers
Trade union management
Judicial and extrajudicial proceedings
Collection procedures and ongoing monitoring of process evolution
Provision of a dedicated legal team and favorable legal opinions

Description of the main risks
Comprehensive risk management process

≥62≥23≥110
Approved by the Audit and Risk Committee 

held in August 2024



13

Company: ISA Energía Brazil ISA's shareholding: 35.82%
Risk: RBSE - Failure to receive Ke and change in the update rate

Brief explanation of the risk

A financial loss could result from the total or partial payment of the financial component, remunerated by the Ke (cost of equity) linked to the 

payment of the RBSE (payment for assets not amortized before May 2000). The financial component refers to the payment installments not 

received between 2012 (assignment extension of the concession) and 2017 (payment started). "Failure to receive in full" refers to not 

receiving the entire financial component, and "failure to receive partially" refers to not receiving the Ke within the financial component. In 

2021 there have been new legal actions against the payment of the Ke. Also, bill 4636 can modify the update of the calculation of the Ke.

Business relevance Effect on Energy Transmission Business Revenues 

Current assessment
Assessment methodology Scenario analysis 

Risk appetite and tolerance

Probability 33%
Explanation: NPV of the different inflows updated with the RBSE reprofiling, including 

Ke's values already received.

Financial Impact

USD million
387

Explanation: NPV of the different inflows updated with the 
RBSE reprofiling, including Ke's values already received.

Financial risk level 128 

Reputational Impact Critical 
Explanation:  Impact on credibility, trust, and visibility 
through the media

Reputational risk level Medium

Current and/or potential management 

measure  

Permanent work with the Ministry of Mines and Energy, the Ministerio da Fazenda, the National Energy Agency (ANEEL), and the Tribunal de 

Contas da União (TCU).

Submission of proposals and judicial procedures through the Associação Brasileira das Empresas de Transmissão de Energia (Abrate), in 

collective and individual actions.

Acting together with the responsible entities, providing technical-legal arguments

Description of the main risks
Comprehensive risk management process

≥62≥23≥110
Approved by the Audit and Risk Committee 

held in August 2024
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Risk management culture
Conformation of the Board of Directors

The Board of Directors' training approach in
this area seeks to provide members with the
concepts and bases of risk management, as
well as the fundamentals of the main business
risks that allow them to have an understanding
of the risks for effective management and
relevant monitoring.

Total hours 

10

During 2024, the members of the Board of Directors took part in different training and awareness-raising activities, 
specifically on the following topics: risks related to cybersecurity, human rights, reputation, climate change, changes 

in the political, talent, economic, environmental context and the sector, among others; and also training in the 
methodology of opportunities or positive risks. 
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Risk management culture
Training of employees of ISA and its companies

Training  

•Risk training for projects

•Risk training for proposals

•New staff induction. -Comprehensive risk management model for ISA and its 
companies

Education 

•Climate change

•Supply chain challenges (risks) in the energy sector 

•Organizational resilience  

Consultancies 

•Risks in special projects 

•Risks in innovation projects 

Number of attendees 

90
In-person

15,771
Virtual

Total hours 

17
In-person

269
virtual

ISA and its companies work permanently on strengthening the risk culture in a
transversal manner in order to promote the incorporation of risk concepts and
methodologies in all processes. Annually, a training plan is carried out on
different topics for employees of ISA and its companies.
During 2024, the plan included the following topics:
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Risk communication and training campaign

Risk Rally:
In 2024, in order to strengthen the risk culture and raise awareness, a learning space
was held in which all the risk teams of ISA and its companies participated. This
consisted of fostering creativity, communication, cooperation and critical thinking in
relation to comprehensive risk management, through play and exploration.

Risk management culture

Total 
hours 

Number of 
attendees 

100
In-person 4

Cámara de vídeo con relleno sólido

https://engage.cloud.microsoft/main/org/isa.co/threads/eyJfdHlwZSI6IlRocmVhZCIsImlkIjoiMjkyMzQ2NjIxNTAyMjU5MiJ9?trk_copy_link=V2_HTML
https://engage.cloud.microsoft/main/org/isa.co/threads/eyJfdHlwZSI6IlRocmVhZCIsImlkIjoiMjkyMzQ2NjIxNTAyMjU5MiJ9?trk_copy_link=V2_HTML
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Risk communication and training campaign

Risk management culture

ISA process cycle

2024 coverage of 72% of the 
parent ISA Macroprocesses 

Coverage in risk management in 
ISA processes 

We contribute to growth, lead 
the analysis of risks in 

proposals of ISA and its 
companies

Energy Transmission:
Greenfield 10 and 2 

Brownfield 

Roads:1 Greenfield

We have advanced in the maturity of our comprehensive risk management model 
and governance

In 2024 there was an increase 
of 381% in interactions in 
libraries compared to 2023

Digital adoption at all levels 
of management in the risk 

management information 
tool 
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The Audit and Risk Committee, composed of five (5) members of the Board of Directors, conducts periodic monitoring of risk 
evolution and management through quarterly reviews, in accordance with the framework presented below

1Q.2024 2Q.2024 3Q.2024 4Q.2024

Comprehensive risk management process
Comprehensive risk management follow-up and monitoring 
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Each year, ISA and its companies assess the maturity level of the comprehensive risk management model by evaluating 6 components considered
key to the comprehensive risk management cycle; and supported by standards such as ISO 31000, ISO 55002, COSO ERM, and other good risk
practices.

Risk maturity level
Internal and external audits 

Chief Audit Officer prepares and executes an annual internal audit plan to verify the results of the maturity
model and identify points for improvement, which includes the following stages:
1. Execution of the internal audit carried out in 2023
2. Review of effectiveness of improvement plans derived from audit findings during 2024

The main findings and recommendations are presented below:

Team:
5 Internal auditors  

In addition, the annual internal audit plan is focused on the organization's risks, taking the Risk Map as a reference. 

Audit and 
Risk 

Committee 

Direct reporting 



External audit

The certified management systems that ISA and its companies have, which aim to
verify the proper implementation of these systems and their compliance with
national and international norms and standards of reference. The scope of these
external audits considers the process of identification, analysis, evaluation and
control of the company's risk management, mainly highlighting ISO9001 and
ISO55001, where risk management is framed under the ISO31000 standard.

Comprehensi
ve 

management 
systems

In addition, verification work and external audits are carried out on an annual basis, among which the following are noteworthy:

• The organization's risk management is a proactive process that allows having control of the 

organization's priority and tolerable, moderate, and low risks.  

• The Board of Directors and the Senior Management are strongly committed to risk management. 

Through its Audit and Risk Committee, the Board of Directors regularly monitors relevant risks 

throughout the organization.

• There is a process in place to identify, evaluate and treat risks according to the company's structure, in 

order to avoid the materialization of risks that affect the strategic objectives.

• Risk management is led by a group of people who deploy knowledge and advice at the company level.

• Risk management is part of the company's organizational culture.

• It should be noted that the general risk framework can be found in ISA's comprehensive risk manual. 

• Disclosure and training on the risk management model is part of the organizational culture of ISA and its 

companies.

The control system of the energy sector in Colombia Superintendencia de
Servicios Públicos Domiciliarios (Superintendence of Household Utilities) requests
to perform an External Audit of Management and Results (AEGR) which has within
its objectives to review the overall process of risk management, identification and
assessment of risks that may affect the provision of service. The general opinion
of the AEGR or the Internal Control Office on Risk Management of 2024 stands
out:

For 2024, the compliance was the overall result and the main findings include:
• The context analysis of the different regions where the organization has operations allows us to identify possibilities by region

based on the differentiating factors of each one. In addition, it is a source for identifying region-specific risks and opportunities,
which allows customizing design solutions to local needs, mitigating risks associated with conditions unique to each region, and
improving project effectiveness and efficiency through proper planning.

• The interdisciplinary participation of seven work teams in the bidding process guarantees greater coverage of the different risks and
contributions of lessons learned, which increases the possibility of winning with the proposal submitted.

• The monitoring of risk management makes it possible to identify in a timely manner whether additional controls are necessary to
prevent their materialization.
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Incentives incorporating risk management 
metrics
ISA incorporates goals related to proactive risk management into its Balanced Scorecard, linking them to variable compensation. 

This approach encourages the active participation of all employees in identifying, mitigating, and monitoring risks directly 

associated with strategic objectives, fostering initiatives and ensuring processes that contribute to the achievement of established 

performance indicators.

Risk Management for the category: Occupational 
Safety and Health

Risk Management for the category: Design and 
construction

and market, competition, mergers, and acquisitions

Risk Management for the category: Market, liquidity, 
and credit

Risk Management for the category: Environmental 

Performance incentive - variable compensation - employees of ISA 
and its companies (Managers and non-managers)
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Risk Management in Bids: Risk Criteria for the Development 
or Acquisition of New Products or Assets

ISA and its companies carry out the risk
analysis process for the structuring stage
of the proposals for
investments/disinvestments, as well as in
the construction stage of the project.

The risk management cycle for proposals
is based on the ISO 31000 Standard and
the PMBOK, which implies the
standardized application of policies,
procedures, communication activities,
establishment of the context, evaluation,
treatment, follow-up, review and
appropriate governance.

Proposal risk management process

Bids can be: (i) proposals to build new projects, known as greenfield bids, which include tenders or public calls, reinforcements, expansions,
customer connections, refurbishments, or other business opportunities; or (ii) acquisitions of companies and/or assets, generally in the
operational stage, referred to as brownfield bids.
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Risk management in proposals
The updating of the risk matrix in project execution has six (6) steps. The risk matrix contains potential management
measures for prevention and protection. The implementation of these response plans that modify the current risk level is
reviewed at least monthly. As the plan progresses, the current risk rating is modified. Any modification of the potential
measures (scope or objective) requires a review of the potential risk level.

Types and categories of risks analyzed in 
proposals
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Risk management in proposals

Roles and responsibilities in proposal risk management
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Risk management in proposals

Schedule of activities
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Project risk management

Based on the proposal risk
management and once the
project has been awarded,
the necessary modifications
are made to the proposal
risk management, such as
the risk matrix for its
development and follow-up
during project execution.

Adjustment flow for monitoring project risks
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Risk analysis is applied in decision making for investment in new projects, acquisition of companies, development and execution of projects, 
supported by risk prioritization criteria which is defined as a percentage of the investment value. When this value exceeds the established 
threshold, the prioritization levels will be determined according to those applied for the assessment of business risks. The evolution and 
mitigation of project risks is monitored periodically.

≥%≥%≥%0

Dimension or Financial Resource Scale - % of investment 
value

USD million

Risk appetite and tolerance - proposals and projects - ISA and its companies

Dimension or financial 
resource
Continuous probability and impact 
values are used. The assessment is 
quantitative.

≥62≥23≥110

Financial Resource Scale
USD million

ISA and its companies review and establish the criteria annually 
considering the financial results and the proposed goals against the 

organization's objectives.

For proposals and projects with investments <USD880 million, the 
following % are used to define the limits, otherwise, the ISA criteria are 
used. The assessment is quantitative

Risk limits for financial and reputational dimensions  

Low

Medium

Tolerance

High

Very High

Maximum risk that ISA and its companies are able 
to bear in the achievement of their objectives 
without affecting the sustainability of the 
organization 

Low
Risks that ISA and its companies are willing to 
accept in order to achieve their objectives 

Appetite

Risk that ISA and its companies are not willing to 
assume 
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